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Abstract—The increasing frequency and severity of cyberat-
tacks demand robust security solutions, especially for mission-
critical environments. A key challenge is the dynamic configura-
tion of secure services in Cloud Continuum for ad-hoc mesh
networks, which traditional methods struggle to address. In
this work, we propose ZETIn, a Zero Trust Infrastructure that
leverages the power of Generative AI and a chatbot with LLMs
to automatically configure services based on natural language
inputs. The proposal ensures end-to-end security, simplifies the
configuration process, reduces human error, and enhances net-
work resilience and adaptability. Preliminary results demonstrate
effective dynamic service configuration, high security standards,
and improved network resilience, demonstrating that the integra-
tion of Generative AI with Zero Trust principles is a significant
step forward in enhancing security and efficiency in mission-
critical ad-hoc networks.

Index Terms—Generative Artificial Inteligence, Zero Trust
Infrastructure, Large Language Model, Mesh Network

I. INTRODUCTION

In recent years, cyberattacks have significantly increased in
frequency and severity. In response to this trend, the National
Institute of Standards and Technology (NIST) developed the
Zero Trust Architecture [1], [2]. The Zero Trust Architecture
(ZTA) aims to provide a cybersecurity approach that mini-
mizes implicit trust while requires continuous authentication,
strict access control, and network micro-segmentation using
Software Defined Perimeter (SDP) [3]. A key challenge is
automatically creating secure services in Cloud Continuum
environments for mission-critical Ad-Hoc Mesh Networks for
autonomous systems, which are complex and error-prone to
manage. These networks, essential for tasks like environmental
monitoring and military operations, need flexible and secure
configurations to ensure data resilience and integrity. Inte-
grating wireless devices adds complexity and vulnerability,
underscoring the necessity of ZTA for continuous security.

In this work, we propose and demonstrate the ZETInChat, a
Zero Trust platform that leverages Generative Al to automati-
cally configure the network and services from natural language
command descriptions. The system enables an interactive chat-
bot, integrated with large language models (LLMs), to receive
commands and queries in natural language from operators and,
based on these inputs, dynamically configure the necessary
services on the mesh network. It includes applying security
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policies, allocating resources, and managing secure device
communications. The platform uses advanced encryption and
authentication techniques to ensure end-to-end security from
the cloud to edge devices. This approach simplifies the
configuration process and enhances the network’s resilience
and adaptability to different operational scenarios, improving
incident response and protection against threats. The proposal
aligns with the needs of autonomous systems, providing robust
security and dynamic adaptability required for their operations.

Compared to existing solutions in the literature, our proposal
offers a significant advantage by combining Zero Trust Archi-
tecture with Generative Al and mission-critical mesh networks.
While many current approaches focus on static configurations
or require manual adjustment intervention, our solution fully
automates the process, reducing the risk of human error
and speeding up the implementation of security measures.
Additionally, integrating a chatbot with LLMs provides a
more intuitive and accessible interface for operators, making
network management easier even for those with less technical
knowledge. Traditional solutions often fail to provide the flex-
ibility and dynamics needed for mission-critical environments.
Conversely, our proposal meets these demands, offering robust
and adaptive security that adjusts to real-time needs.

II. RELATED WORK

Previous works utilize Zero Trust Architecture concepts to
tackle specific issues in companies and large organizations.
Our proposal stands out because it integrates a Zero Trust
platform with generative Al capabilities to configure services
dynamically in mission-critical mesh networks.

Al-Hammuri et al. propose a Zero-trust-based scoring sys-
tem to prevent medical errors in cloud-based healthcare in-
formation systems using machine learning and microservice-
based authentication [4]. Our approach focuses on automatic
network configuration and management based on uses OpenZ-
iti and Ollama to implement a secure and flexible solution that
processes natural language commands, facilitating automated
and secure network and service configuration.

Kroculick focuses on theoretical development methodolo-
gies for Zero Trust architectures [5]. Our proposal, however,
takes a more practical approach. We incorporate an LLM-
based chatbot that allows fewer technical operators to dynam-
ically configure complex networks, making the solution more
accessible and applicable in real-world scenarios.



Tanimoto et al. address the scalability of software-defined
perimeters (SDP) in diverse organizations by proposing mod-
els such as hierarchical and bridge [6]. In contrast, our project
combines SDP with AI capabilities to not only scale but
also adapt network configuration according to changes in the
operational environment automatically.

Chandramouli and Butcher focus on access control in cloud-
native applications using a service mesh and proxy infrastruc-
ture [7]. In contrast, our solution integrates automated service
detection and configuration through natural language interac-
tions, enhancing usability and security in Mesh networks.

While other works propose specific solutions for trust
evaluation and network management [8], [9], our approach is
more comprehensive. We offer a holistic solution that not only
evaluates trust but also dynamically configures and manages
the network securely. By using OpenZiti and generative Al,
we ensure a resilient and adaptable infrastructure for various
mission-critical scenarios.

III. ZERO TRUST ARCHITECTURE AND MESH NETWORK

The proposed ZETIn platform relies on open-source solu-
tions for deploying the Zero Trust Architecture (ZTA), the
Mesh Network, and the Artificial Intelligence environment.
OpenZiti' provides secure overlay networks, implementing
ZTA with the Ziti Controller managing the Software Defined
Perimeter (SDP) and Edge Routers acting as SDP Gateways.
OpenZiti ensures strict access control, network traffic opti-
mization, and scalability, supporting organizational expansion
and robust IoT security [10], [11]. The mesh network uses
B.A.TM.A.N.? (Better Approach to Mobile Ad-hoc Network-
ing), a proactive routing protocol for Wireless Ad-hoc Mesh
Networks, including MANETSs. B.A. T.M.A.N. maintains infor-
mation about accessible nodes, determining the best single-
hop neighbor for each destination and facilitating efficient
multi-hop routing®. The AI implementation leverages Open
WebUT* and Ollama’, creating a user-friendly and secure envi-
ronment. Open WebUI, a self-hosted WebUI, supports various
LLM runners, including Ollama and OpenAl-compatible APIs,
ensuring data privacy and customization. Ollama enhances
Al capabilities by processing natural language commands for
dynamic network configurations. This integration provides a
reliable and adaptable solution for managing network services,
meeting the needs of modern, mission-critical environments.

IV. THE ZETINCHAT PROPOSAL

Figure 1 illustrates the ZETin architecture for a robust, se-
cure, and dynamic solution for configuring and managing mesh
networks in mission-critical environments, utilizing Generative
Al and Zero Trust principles. The architecture comprises
two primary planes: the Network Control Plane and
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Fig. 1. The ZETIn architecture for managing mesh networks in mission-

critical environments using Generative Al and Zero Trust. The Cloud layer
includes an OpenZiti Controller, a Generative Al Engine, and an LLM-
based chatbot for user interaction. The Edge layer has fog nodes and
OpenZiti routers enforcing security. The mesh network uses B.A.T.M.A.N.
for mesh communication, secured by Zero Trust. Users interact via a chatbot,
which configures the network and services dynamically, ensuring encrypted
communication and continuous security.

the ZTA Plane. Additionally, a Forwarding Plane, not
shown in the figure, handles the actual data transmission.

At the Cloud layer of the Network Control Plane,
the OpenZiti Controller is responsible for managing the
Zero Trust security policy, ensuring continuous authentication
and authorization of all access. The Generative Al Engine,
a key component in this layer, processes natural language
commands, enabling the dynamic configuration of network
services. Ollama realizes the Generative AI Engine®. This
dynamic configuration capability significantly enhances the
network’s adaptability and responsiveness. Additionally, an
LLM-based chatbot provides a user-friendly interface for
interaction, allowing users to issue commands and queries
in natural language, which are then interpreted and executed
by the AI engine. The LLM-based chatbot is deployed with
OpenWebUL.

The Edge layer, a crucial part of the Network Control
Plane, includes fog nodes that aggregate data from IoT
devices and serve as intermediaries between the Cloud and
the network’s edge. These fog nodes provide local processing
capabilities and enhance the network’s scalability and respon-
siveness. Equally important in this layer are the OpenZiti
edge routers, which play a key role in network security. They
enforce security policies, ensuring that all communication is
encrypted and that only authenticated and authorized devices
can access network resources. This robust security measure
significantly enhances the network’s security. In the ZTA
Plane, the mesh network leverages Batman-adv for efficient
communication between devices.

5The proposal aims to leverage models such as LLaMA 3.1 and Falcon.



Security within the mesh network is guaranteed by the
Zero Trust architecture principles, which are enforced by the
policies set by the OpenZiti Controller and executed by the
edge routers. Users interact with the system through the chat-
bot interface, which runs in the Cloud and interprets natural
language commands to dynamically configure the network and
its services. This interaction allows for real-time adjustments
and management of the network, enhancing its adaptability
and robustness. The continuous application of security policies
and the encryption of communication channels ensure that
the network remains secure against unauthorized access and
potential threats.

The architecture’s design, encompassing the Network
Control Plane, ZTA Plane, and the underlying
Forwarding Plane, provides a comprehensive and robust
solution for managing mission-critical Mesh networks. It
combines the strengths of Generative Al and Zero Trust
principles to deliver a secure, scalable, and highly responsive
network environment, instilling confidence in its ability
to meet the demands of mission-critical environments.s in
mission-critical environments, utilizing Generative Al and
Zero Trust principles. In the Cloud layer, the OpenZiti
Controller manages the Zero Trust security policy, the
Generative Al Engine processes natural language commands,
and an LLM-based chatbot interacts with users. The Edge
layer includes fog nodes that aggregate data from IoT devices
and act as intermediaries, while OpenZiti edge routers enforce
security policies. The Mesh network uses Batman-adv for
efficient communication between IoT devices, with security
ensured by the Zero Trust architecture. Users interact
with the system through a chatbot interface that interprets
natural language commands and dynamically configures the
network and services. Security is ensured through encrypted
communication channels and policies’ enforcements.

V. DEMONSTRATION

The demonstration will involve a mesh network composed
of four Raspberry Pi devices, each acting as a node within
the network. These devices will utilize the B.A.T.M.A.N.
protocol for communication and routing. A gateway will
connect the mesh network to the Cloud, where the OpenZiti
Controller, Generative Al Engine, and LLM-based chatbot
modules are deployed. The demonstration will showcase the
dynamic configuration of network services through natural
language commands processed by the chatbot, highlighting
real-time adjustments and security policy enforcement. This
setup will illustrate the seamless integration between the
edge devices and the Cloud, ensuring secure, adaptable, and
efficient management of the Mesh network in a mission-
critical environment. The prototype is currently at Technology
Readiness Level (TRL) 4, progressing towards TRL 57, as it
has been validated in a lab environment and is now ready to be
tested for performance and reliability in an operational setting.

"The demonstration will involve field testing to validate reliability, and
expanding experiments with more nodes to assess scalability and performance
in complex environments.

VI. CONCLUSION

The proposed ZETInChat platform integrates Generative
Al with Zero Trust Architecture to address the complex
challenges of dynamic service configuration in mission-critical
mesh networks for autonomous systems. By leveraging Open-
Ziti and Ollama, the system ensures end-to-end security,
simplifies configuration processes, reduces human error, and
enhances network resilience and adaptability. Compared to
existing solutions, our approach stands out by offering au-
tomated, real-time configuration via a user-friendly chatbot
interface, ensuring continuous security and efficient manage-
ment of network services. The demonstrated effectiveness in
preliminary results, TLR4, underscores the potential of com-
bining Generative Al and Zero Trust principles to significantly
enhance the security and efficiency of mission-critical ad-
hoc mesh networks. The proposal is in line to be adopted
by autonomous systems, providing them with robust security
and dynamic adaptability required for autonomous opera-
tions. Future work focuses on improving scalability for larger
network environments, integrating advanced threat detection
mechanisms using machine learning. Additionally, we envision
analyzing the potential vulnerabilities of using LLMs, such as
adversarial attacks and natural language processing errors.
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